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Abstract

We present Hanzo PubSub, an event streaming
platform built on NATS and JetStream that pro-
vides at-least-once delivery, dead letter queues,
schema validation, and multi-tenant topic isola-
tion for the Hanzo microservice ecosystem. Pub-
Sub replaces direct HT'TP calls between services
with asynchronous event streams, reducing cou-
pling and enabling event-driven architectures.
Section [5| reports throughput and publish-to-
consume latency by delivery mode, together with
the provenance those figures do and do not have.
Key design decisions include: (1) tenant-prefixed
subject namespaces for isolation without sepa-
rate NATS clusters, (2) CloudEvents [2] as the
canonical event envelope for cross-service inter-
operability, and (3) automatic dead letter rout-
ing with configurable retry policies. We describe
the event schema design, the delivery guarantee
implementation, and the operational patterns for
managing event streams in a multi-tenant plat-
form.

1 Introduction

Microservice architectures require reliable inter-
service communication.  Synchronous HTTP
calls create tight coupling: the caller must know
the callee’s address, handle its failures, and wait
for its response. Event-driven communication
decouples services temporally and spatially—
producers emit events without knowing which
consumers will process them.

Hanzo PubSub provides the event infrastruc-
ture for 60+ microservices in the Hanzo plat-
form.  Built on NATS [I] with JetStream
persistence, PubSub combines the performance
of in-memory pub/sub (microsecond latency
for ephemeral events) with the durability of
stream storage (at-least-once delivery for criti-
cal events).

Contributions.

e A multi-tenant subject namespace design
using NATS account isolation and subject
prefixing.
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Figure 1: PubSub event flow with schema vali-
dation and dead letter routing.

e CloudEvents-based event envelopes with
JSON Schema validation at publish time.

e Configurable retry policies with exponential
backoff and automatic dead letter routing.

e A consumer group abstraction supporting
competing consumers, fan-out, and exactly-
once processing via idempotency keys.

2 Architecture

2.1 System Design

Events flow through a validated pipeline (Fig-
ure [1)): publishers submit events to the schema
validator, which checks the event against the reg-
istered schema before forwarding to NATS Jet-
Stream. Consumer groups receive events with
at-least-once delivery. Failed events are routed
to dead letter queues after exhausting retry at-
tempts.

2.2 Event Envelope

All events use the CloudEvents specification:

{

"specversion": "1.0",

"type": "com.hanzo.order.created",
"source": "/services/commerce",

"id": "evt_alb2c3d4",

"time": "2022-01-15T12:00:00Z",
"datacontenttype": "application/json",
"data": {



"orderId": "ord_xyz",
"amount": 9999,
"currency": "USD"

}9

"hanzoorgid": "org_x7y8z9"

The hanzoorgid extension attribute enables
tenant-scoped event routing.

2.3 Subject Namespace
NATS subjects follow a hierarchical naming con- '

vention:

ook W

{tenant}.{domain}.{entity}.{action}

Examples: org_abc.commerce.order.created,

org_abc.auth.user.login. Tenant prefixing

3
ensures that consumers in one organization,
cannot subscribe to another organization’so

events. 11
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3 Key Features

3.1 Delivery Guarantees

PubSub supports three delivery modes:

At-Most-Once. Core NATS pub/sub without
JetStream. Used for ephemeral events (metrics,
heartbeats) where loss is acceptable. Latency:
<0.1ms.

1

At-Least-Once. JetStream with explicit ac-,
knowledgment. Unacknowledged messages ares
redelivered after a configurable timeout (default: "

30s). Used for most business events. .

7

Effectively-Once. At-least-once delivery#
combined with consumer-side idempotency’
checking. The consumer stores processed event,
IDs in Valkey with a 24-hour TTL.

11
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3.2 Retry and Dead Letter

13

Failed event processing triggers exponential’
backoff retries:

(1)

tretry (n) = Hlin(to . 2”, tmax)

where tg = 18, tmax = 300s, and the maxi-
mum retry count defaults to 5. After exhausting
retries, events are published to a dead letter sub-
ject (_dlq.original subject) for manual inves-
tigation or automated recovery.

3.3 Consumer Groups

Consumer groups implement competing con-
sumer patterns:

sub, _ :=

js.QueueSubscribe (
"org_abc.commerce.order.created",
"fulfillment -workers",

func (msg *nats.Msg) {

if err := processOrder(msg); err
1= nil {
msg.Nak() // trigger retry
return
}
msg . Ack ()

} 3

nats.Durable("fulfillment"),

nats.MaxDeliver (5) ,

nats.AckWait (30*time.Second),
)

Within a consumer group, each message is de-
livered to exactly one consumer. Multiple con-
sumer groups on the same subject each receive
every message (fan-out).

3.4 Schema Registry

Event schemas are registered in a central reg-
istry:

{
"type": "com.hanzo.order.created",
"version": 3,
"schema": {
"type": "object",
"required": ["orderId", "amount"],
"properties": {
"orderId": {"type": "string"},
"amount": {"type": "integer", "
minimum": O},
"currency": {"type": "string", "
enum" :
["USD","EUR","GBP"]}
t
}
¥

Schema validation at publish time prevents
malformed events from entering the stream.
Schema evolution follows a compatibility policy:



new fields can be added (backward compatible),
required fields cannot be removed (forward com-
patible).

4 Implementation

PubSub is deployed as a 3-node NATS cluster
with JetStream enabled. The schema valida-
tor and dead letter processor are sidecar con-
tainers injected into publisher pods. The Go
client library (3,000 lines) wraps the NATS client
with schema validation, CloudEvents serializa-
tion, and retry logic.

Table 1: Event processing by delivery mode. Not
traceable to a recorded run; see Section

delivery modes follows from what each mode has
to do, while the absolute values stand on noth-
ing.

6 Security

Authentication. NATS connections require
TLS client certificates issued by the Hanzo in-
ternal CA. Service identities are extracted from
the certificate CN.

Authorization. NATS account-level permis-
sions restrict which subjects each service can
publish to and subscribe from. A service can
only publish events in its own domain and sub-
scribe to events it has declared a dependency on.

Mode

Latency p50 (ms) Throughput (evt/s)

At-most-once 0.08
At-least-once 1.8
Effectively-once 2.4

Encry]ggb)ggo All inter-node and client-node
ommqu@‘@@@ uses TLS 1.3. JetStream storage
is encry@gcb@é rest using the filesystem encryp-

5 Status of the performance
figures

The figures above are not traceable to a recorded
run. The table names no hardware, no message
size, no client count and no duration, and no re-
sult file in hanzoai/pubsub contains these num-
bers.

What distinguishes them from an in-
vented table is that the harness which
would produce them is already in the
repository: hanzoai/pubsub carries
the upstream NATS benchmark suite
— server/core_benchmarks_test.go,
server/jetstream benchmark test.go and
test/bench_test.go — which measures exactly
publish-to-consume latency and throughput by
delivery mode. The only committed results in
that suite are upstream runs on 2015 and 2017
iMacs, and they are not these numbers.

So the gap here is provenance, not mechanism.
Until a run is cited, with the machine, the pay-
load size and the client count declared, the table
should be read as unverified: the ordering across
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Audit. Event metadata (type, source, tenant,
timestamp) is indexed in the observability stack.
Event payloads containing sensitive data are en-
crypted at the application level before publish-
ing.

7 Conclusion

Hanzo PubSub provides reliable, multi-tenant
event streaming that decouples microservice
communication while maintaining delivery guar-
The CloudEvents-based envelope and
schema registry ensure interoperability and data
quality. Dead letter queues and configurable
retry policies handle transient failures automat-
ically. The NATS foundation provides microsec-
ond latency for ephemeral events and millisecond
latency with JetStream persistence for durable
events.

antees.
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