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Abstract

We present Hanzo KMS, a secrets manage-
ment platform built on the Infisical framework
that provides centralized secret storage, per-
environment rotation policies, and a comprehen-
sive audit trail. KMS implements envelope en-
cryption with AES-256-GCM, role-based access
control scoped to projects and environments, au-
tomatic secret rotation for databases and API
keys, and a Kubernetes operator that synchro-
nizes secrets to cluster namespaces. The system
manages over 12,000 secrets across 180 projects
with zero plaintext secret exposure since deploy-
ment. We describe the encryption architecture,
the rotation pipeline, and the Kubernetes inte-
gration that eliminates the need for secrets in
configuration files or environment variables com-
mitted to source control.

1 Introduction

Secret management is a fundamental security
requirement that is consistently mishandled in
practice. Studies show that over 10% of public
GitHub repositories contain at least one hard-
coded secret [2]. Even organizations that avoid
committing secrets to source control often resort
to environment variables in CI/CD pipelines,
shared .env files, or manual Kubernetes secret
creation—all of which are fragile and difficult to
audit.

Hanzo KMS provides a centralized secret store
with a strict access model: secrets are encrypted
at rest, access is authenticated via Hanzo IAM,
every read and write is logged, and secrets are de-
livered to applications through controlled chan-
nels (Kubernetes operator, CLI injection, or API
with short-lived tokens).

Contributions.

e Envelope encryption with per-project data
encryption keys (DEKs) wrapped by a mas-
ter key encryption key (KEK) stored in
hardware.

e Per-environment secret scoping (develop-
ment, staging, production) with promotion
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Figure 1: KMS encryption architecture with en-
velope encryption.

workflows requiring approval.

e Automatic rotation for database credentials,
API keys, and TLS certificates with config-
urable schedules.

e A Kubernetes operator (KMSSecret CRD)
that synchronizes secrets to Kubernetes
with namespace isolation.

2 Architecture

2.1 Encryption Model

KMS wuses a two-layer envelope encryption
scheme (Figure . Each project has a unique
Data Encryption Key (DEK) that encrypts se-
cret values using AES-256-GCM. The DEK itself
is encrypted with a Key Encryption Key (KEK)
stored in a hardware security module (HSM) or
trusted platform module (TPM).

Csecret = AES-GCM(Kpgk, nonce, plaintext)
(1)
Cpek = AES-GCM(Kxkgk, nonce, Kpgk) (2)
This design limits the blast radius of a com-
promised DEK to a single project. KEK rotation
re-wraps all DEKs without re-encrypting indi-
vidual secrets.

2.2 Environment Model

Secrets are organized by project and environ-
ment:



{
"project": "hanzo-api",
"environment": "production",
"secrets": {
"DATABASE_URL": {
"value": "<encrypted>", 1
"version": 7, 2
"rotatedAt": "2024-01-15T00:00:00Z 3
", 1
"rotationPolicy": "90d" 5
} 6
} -
} 8

Environments form a promotion chain: devel-o
opment — staging — production. Promoting
a secret to production requires approval from a]‘v%
project admin, creating an audit record. 14
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3 Key Features

3.1 Secret Versioning

Every secret update creates a new version. Pre-
vious versions are retained for 30 days (config-
urable) to support rollback. Version history is
immutable—deletions are soft deletes that retain
the encrypted value in the audit log.

3.2 Automatic Rotation

KMS supports automatic rotation for:

o PostgreSQL credentials: Creates a new
role, grants permissions, updates the secret,
and revokes the old role after a grace period.

e API keys: Generates a new key, updates
the secret, and invalidates the old key after
dependent services confirm receipt.

e TLS certificates: Triggers ACME re-
newal, stores the new certificate and key,
and signals the ingress controller to reload.

Rotation is implemented as a state ma-
chine: pending — rotating — validating —
complete. Failures at any stage trigger alerts
and leave the current secret unchanged.

3.3 Kubernetes Operator

The KMSSecret CRD synchronizes KMS secrets
to Kubernetes:

apiVersion: kms.hanzo.ai/vl
kind: KMSSecret
metadata:

name: api-secrets

namespace: production
spec:
project: hanzo-api

environment:
secretType:
refreshInterval:
keys:
- remoteKey:
localKey:
- remoteKey:
localKey:

production
Opaque
60s

DATABASE_URL
db-url

REDIS_URL
redis-url

The operator polls KMS every 60 seconds
(configurable), creates or updates the Kuber-
netes Secret, and optionally triggers a rolling
restart of dependent deployments when secrets
change.

4 Implementation

KMS is implemented as a Go service (22,000
lines) with a React admin dashboard. The back-
end is built on the Infisical [I] framework with
Hanzo-specific extensions for IAM integration
and the rotation pipeline.

Storage. Secret metadata is stored in Post-
greSQL. Encrypted secret values are stored sep-
arately in a dedicated secrets table with column-
level encryption. The HSM interface supports
AWS CloudHSM, YubiHSM, and software-based
PKCS#11 tokens.

Table 1: Secret retrieval latency (ms).

Operation p50  p99
Get single secret 3.2 8.1
Get project secrets 124  28.3
Create/update secret 8.7  22.1
Rotate credential 450 1,200




5 Security

Zero Trust. Every API call requires a valid
Hanzo TAM token. Service-to-service authenti-
cation uses short-lived machine tokens (5-minute
TTL) issued by TAM.

Encryption at Rest. All secret values are
AES-256-GCM encrypted before reaching the
database. Database-level encryption provides a
second layer. Backups are encrypted with a sep-
arate key.

Encryption in Transit. All communication
uses TLS 1.3. The Kubernetes operator commu-
nicates with KMS over mTLS.

Audit Trail. Every secret access (read, write,
rotate, delete) is logged with the authenticated
user, IP address, timestamp, and affected secret
path. Audit logs are append-only, stored in a
separate database, and exported to the observ-
ability stack for alerting.

Access Control. RBAC policies restrict
access by project, environment, and op-
eration. Production secrets require the

production-reader role, which is granted to
service accounts and approved operators only.

6 Conclusion

Hanzo KMS eliminates the need for secrets in
source control, environment files, or manually-
created Kubernetes secrets. The envelope en-
cryption model limits the impact of key compro-
mise, automatic rotation reduces the window of
credential exposure, and the comprehensive au-
dit trail provides accountability for every secret
access. The Kubernetes operator closes the de-
livery gap, ensuring that secrets flow from KMS
to running applications without human interven-
tion.
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